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* R: Document, report (excluding the periodic and final reports)  

DEM: Demonstrator, pilot, prototype, plan designs  

DEC: Websites, patents filing, press & media actions, videos, etc. 

DATA: Data sets, microdata etc. 

DMP: Data management plan 

ETHICS: Deliverables related to ethics issues.   

SECURITY: Deliverables related to security issues 

OTHER: Software, technical diagram, algorithms, models, etc. 
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EXECUTIVE SUMMARY 

In this deliverable we provide blueprints for use cases across five domains of mining, ports, 

logistics and transport, agriculture, energy and viniculture. Each domain has a cluster of use 

cases which provide an ecosystem to understand, design, prototype, validate and pilot end 

to end services. 

Cluster 1: Industry 

Use Case 1.1: IoT Mining Seismics 

This UC focuses on micro-seismic sensing at a large-scale involving process such as data 

collection and processing for underground mining. Driven by efforts of financial incentives 

as shown by large seismic event that forced part of a mine to be closed, leaving billions of 

euros worth of invaluable ore inaccessible.  

Use Case 1.2: Logistics of IoT 

Explores the monitoring challenges of critical infrastructure and logistics which key success 

factors being measured such as live asset tracking, decision support software and accurate 

infrastructure data.  

Use Case 1.3: Condition Monitoring and Predictive Maintenance in Mining 

In situations and places where there may be limited or no stockpiles to buffer against sudden 

downtimes within the logistics chain, this use case focuses on ensuring uninterrupted 

material flow and logistics, which are essential for successful mining operations.  

Use Case 1.4: IoT-Edge-Cloud Continuum for Digital Mines 

Driving the future of digital services in underground mining, this use case acts as the 

integration platform for UC 1.1 and 1.3 where their data and analytics streams are aligned. 

Through the evolution into a complex ecosystem of distributed hardware, low-power IoT 

devices, edge computing nodes (for minimal latency) and mission – critical data centers. 

Cluster 2: Smart Sustainable IoT Solutions in Valencia (Spain) 

Use Case 2.1: Smart City Data Monitoring and Sustainable Mobility 

This UC focuses on improving the sustainable mobility and environmental management in 

urban areas in key areas situated in Valencia and the Almussafes Industrial Park through 

real time monitoring. With effective collaboration between the local authorities and 

leveraging IoT such as sensors, radars, cameras, and other IoT devices.  
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Use Case 2.2: Smart and Sustainable IoT – Connected Campus  

IoT devices will be used to monitor energy, waste management, water usage, environmental 

conditions or other parameters in real time. This data will then be integrated into a smart IoT 

platform for analysis with the goal to support the UPV campus in achieving net zero carbon 

neutrality while testing sustainability focused tools and mechanisms.  

Use Case 2.3: Advanced Maritime and Terrestrial Traffic Management in Ports  

Being tested on the Port of Valencia, a smart IoT platform will be deployed to support precise 

monitoring of real time risk and maritime during berthing to enhance truck movements. 

These advancements aim to improve safety, sustainability and operational efficiency.  

Cluster 3A: AgriTech Transformation and Sustainability Initiative 

Use Case 3A.1: Integrated Precision Agriculture and Crop Monitoring  

This use case looks at delivering accurate crop health assessments, enabling precise and 

timely interventions and detecting pest infestations. This will be done through the utilization 

of IoT sensors such as plant wearables and UAVs and satellite imagery.  

Use Case 3A.2: Advanced AgriRobotics for Autonomous Intervention  

Through this UC, Agrirobots leverage data to atomize UGVs with AI-powered edge 

processing used for precision spraying and pest control. The aim of this use case us to 

minimize chemical use, improve farming efficiency and execute sustainable interventions.  

Use Case 3A.3: Secure Data Management and Interoperability  

A secure data framework is created in this use case, leveraging encryption and blockchain 

technology to protect data integrity and security across the agricultural value chain. This is 

achieved through a unified IoT network and a multi-cloud orchestration.   

Use Case 3A.4: Smart Logistics and Supply Chain Optimization  

This use case explores the dynamic adjustments that can be made to the operations by 

leveraging AI algorithms and real – time IoT data to ensure efficient delivery of agricultural 

products, minimizing waste and reducing environmental impact.  

Cluster 3E: Edge Intelligence for Enhancing Grid Reliability In RES – Rich Distribution 

Grids 

Use Case 3E.1: Harvesting Real-Time Flexibility from Active Electricity Grids  
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A cloud-edge platform for real-time flexible harvesting is being explored in this use case, 

wherein the platform will provide two primary services, optimal control for flexibility provision 

and real-time estimation of flexibility.    

Use Case 3E.2: Ensuring Uninterruptible Power Supply for Fast EV Charges  

Through the use case the reliability of chargers is promoted by leveraging predictive 

maintenance and resource optimization to nullify unexpected breakdowns by integrating to 

services – hours-ahead and day-ahead forecasting along with edge intelligence.  

Use Case 3E.3: Predictive Maintenance and Monitoring of Biogas Plant Operations      

This use case explores the implementation of a predictive maintenance and monitoring 

system featuring: Digital Twin Model, Predictive Maintenance and Real-time Process to 

enhance the reliability of electricity grids and the efficiency of operations of anaerobic 

digestion process in biogas plants.  

Cluster 4: Smart Vineyards & Sustainable Winery Ecosystems 

Use Case 4.1: Recycling, Maintenance and Logistics of IoT Sensors  

This use case strongly emphasizes logistics, maintenance and the recycling of reusable IoT 

sensors within the healthcare supply chain. By leveraging a digital management system, this 

initiative promoted sustainability and enables efficient usage across multi-patient usage 

cycles.  

Use Case 4.2: Sustainable Solution for Crops Water Use Efficiency  

Through this use case sustainable water management and reduction in consumption is 

promoted by leveraging satellite optical remote sensing and data analytics to improve water 

use efficiency (WUE) in agriculture along with increased precision in irrigation methods that 

support ESG principles and the SDGs.  

Use Case 4.3: Winery Production Using IoT-Enhanced OEE Analytics 

A FIWARE-based IoT tool is used to improve winery efficiency by monitoring Overall 

Equipment Efficiency (OEE). This is developed into an AI/ML powers Manufacturing 

Execution System (MES) that helps optimize operations. 

Use Case 4.4: AI-Driven Green Energy Vineyard Management 

Uses AI to optimize renewable energy use across vineyard operations, dynamically 

managing connected devices and workloads based on real-time forecasts and 5G/6G 

connectivity to ensure uninterrupted, sustainable off-grid services. 
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We include there the requirements for the creation of an open platform capable of managing 

various industry sectors across different domains of the compute continuum while offering 

enhanced security, automation, and intelligence features. The use cases requirements drive 

the creation of the COP-PILOT platform as an overlay platform framework with any underlay 

technology spanning from IoT platforms to access segment technologies, to core 

infrastructure transport segments, and the compute environment. 

This document forms a foundational component of the COP-PILOT project, which aims to 

develop a collaborative open platform for end-to-end orchestration across heterogeneous 

IoT–edge–core computing environments. The platform is designed to support cross-sector 

and multi-domain deployments, enabling intelligent, secure, and automated service delivery 

in strategic verticals such as mining, smart cities, agriculture, energy, and sustainable 

production ecosystems. 

The COP-PILOT project aims to develop a Collaborative Open Platform for end-to-end 

orchestration across heterogeneous IoT-to-edge-to-core computing environments. COP-

PILOT integrates advanced AI capabilities, including a Large Language Model (LLM)-based 

user interface, to simplify service onboarding and ensure smart SLA compliance through 

predictive analytics and zero-touch orchestration. The project places strong emphasis on 

open standardisation, interoperability, and secure data management, aligning with EU 

regulations and fostering innovation across European supply chains. 

To achieve these objectives, this document details the initial COP-PILOT platform 

architecture. It is designed as a multi-layered framework capable of managing services both 

within and across multiple administrative domains. The architecture introduces a Distributed 

Domain Orchestration Layer (DDO-L) to manage resources, services, and data within a 

single private domain (e.g., a specific mine or smart city testbed). To connect these distinct 

domains securely, a Secure Integration Fabric (SIF-L) provides programmable, on-the-fly 

connectivity. Above this, an End-to-End Service Orchestration Layer (ESO-L) manages 

complex services that span multiple domains. This entire system is governed by the 

Business Management Layer (BM-L), which provides a unified user portal, service 

catalogues, and the previously mentioned LLM-based interface for simplified service 

management. 

This deliverable provides the basis to capture requirements and define the use cases and 

systems so that the architecture can be refined and implemented. The deliverable includes 

the service and business models giving requirements for performance of a system which 

aims for interoperability across diverse infrastructure controllers, and robust data 

management in compliance with EU regulations.  



© 2025-2027 COP-PILOT Page 11 of 64 

© 2025-2027 COP-PILOT Page 11 of 64 

F 

 

D2.1: Ecosystem Definition and Requirements 

TABLE OF CONTENTS 

1 INTRODUCTION ............................................................................................................... 13 

2 PROJECT SUMMARY ....................................................................................................... 15 

2.1 Project overview ........................................................................................... 15 

2.2 List of Use Cases ......................................................................................... 15 

2.3 Glossary - Definitions ................................................................................... 18 

2.4 A simplified view of the initial COP-PILOT architecture ................................ 18 

2.5 Layers and abstractions ............................................................................... 22 

3 BLUEPRINTS EXECUTIVE SUMMARY FOR COP-PILOT ............................................... 29 

4 BUSINESS MODEL AND ARCHITECHTURE ................................................................... 60 

4.1 COP-PILOT service model ecosystem and requirements ............................ 60 

4.2 Initial Platform Design .................................................................................. 61 

4.3 Technical Requirement Analysis ................................................................... 62 

5 CONCLUSION ................................................................................................................... 64 

 



© 2025-2027 COP-PILOT Page 12 of 64 

© 2025-2027 COP-PILOT Page 12 of 64 

F 

 

D2.1: Ecosystem Definition and Requirements 

LIST OF FIGURES 

FIGURE 2-1 A MINIMAL VIEW OF THE INITIAL COP-PILOT ARCHITECTURE. ................................. 19 

FIGURE 2-2 A SIMPLIFIED EQUIVALENT OF THE INITIAL COP-PILOT ARCHITECTURE. .............. 20 

 



© 2025-2027 COP-PILOT Page 13 of 64 

© 2025-2027 COP-PILOT Page 13 of 64 

F 

 

D2.1: Ecosystem Definition and Requirements 

1 INTRODUCTION 

This document forms a foundational component of the COP-PILOT project, which aims to 

develop a collaborative open platform for end-to-end orchestration across heterogeneous 

IoT–edge–core computing environments. The platform is designed to support cross-sector 

and multi-domain deployments, enabling intelligent, secure, and automated service delivery 

in strategic verticals such as mining, smart cities, agriculture, energy, and sustainable 

production ecosystems. 

COP-PILOT integrates advanced AI capabilities, including a Large Language Model (LLM)-

based user interface, to simplify service onboarding and ensure smart SLA compliance 

through predictive analytics and zero-touch orchestration. The project places strong 

emphasis on open standardisation, interoperability, and secure data management, aligning 

with EU regulations and fostering innovation across European supply chains. 

This document outlines the ecosystem requirements for the COP-PILOT platform, including 

the initial architecture, stakeholder needs, and technical specifications. It is structured as 

follows: 

• Section 2 – Summary of Project: Provides an overview of the COP-PILOT initiative, 

its objectives, and the thematic clusters of use cases. It includes a glossary of key 

terms referenced in the annex and a simplified view of the initial architecture to 

support stakeholder understanding. 

• Section 3 – A Summarised View of the Clusters and Their Respective Use 

Cases:  This chapter provides Infographics for each cluster and use case. The detaile 

bluepringts for each use case and cluster is given in the Annex. 

• Section 4 – COP-PILOT service and business models across all piloting clusters, 

the initial layered platform architecture mapped to key technical work packages, and 

a granular module-level technical requirements analysis covering all architectural 

layers. 

• Conclusion: Summarises the key findings and outlines next steps for platform 

development and stakeholder engagement. 

• Annex 1 - COP-PILOT Service Value Model Ecosystem Requirements: 

Introduces the service and business models underpinning each cluster, including 

service templates and infrastructure requirements. 

• Annex 2 -  Initial Platform Design: Provides a detailed description of the COP-

PILOT architecture, including its layered structure, orchestration components, and 

mapping to technical work packages. 

https://cop-pilot.eu/wp-content/uploads/2026/05/D2.1-Annex-1-S4_.pdf
https://cop-pilot.eu/wp-content/uploads/2026/05/D2.1-Annex-2-S5_.pdf
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• Annex 3 – Technical Requirements Analysis: Breaks down module-level 

requirements for each architectural layer, including business management, 

orchestration, infrastructure services, and secure integration. 

• Annex 4 – Technical Glossary References.  

• Annex 5 – Cluster 1: Business Integration in Mining: Details four mining-related 

use cases, focusing on seismic monitoring, logistics, predictive maintenance, and 

edge-cloud continuum integration. Each use case includes descriptions, actors, 

motivations, diagrams, and requirements. 

• Annex 6 – Cluster 2: Smart Buildings/Cities: Explores urban and industrial use 

cases in Valencia and Almussafes, including traffic classification, flood mitigation, 

smart resource management, and maritime berthing assistance. 

• Annex 7 – Cluster 3A: Agritech Transformation and Sustainability Initiative 

(ATSI): Presents use cases in precision agriculture and agri-robotics, including real-

time crop monitoring, autonomous interventions, and secure data management using 

blockchain. 

• Annex 8 – Cluster 3E: Energy Systems: Focuses on energy flexibility, EV charging 

infrastructure, and predictive maintenance in biogas plants, demonstrating COP-

PILOT’s role in enabling resilient and sustainable energy operations. 

• Annex 9 – Cluster 4: Smart Vineyards & Sustainable Winery Ecosystems: 

Covers use cases related to IoT sensor lifecycle management, water utilisation 

efficiency, and optimised winery production lines. 

• Annex 10 – Presents detailed information on the requirements for supporting 

Chapter 8.  

This deliverable sets the stage for subsequent technical and implementation work packages, 

ensuring that the COP-PILOT platform is grounded in real-world requirements and capable 

of supporting scalable, secure, and interoperable digital ecosystems across Europe. 

https://cop-pilot.eu/wp-content/uploads/2026/05/D2.1-Annex-3.pdf
https://cop-pilot.eu/wp-content/uploads/2026/05/D2.1-Annex-4-A1-A2_.pdf
https://cop-pilot.eu/wp-content/uploads/2026/05/D2.1-Annex-5-A3.pdf
https://cop-pilot.eu/wp-content/uploads/2026/05/D2.1-Annex-6-A4.pdf
https://cop-pilot.eu/wp-content/uploads/2026/05/D2.1-Annex-7-A5.pdf
https://cop-pilot.eu/wp-content/uploads/2026/05/D2.1-Annex-8-A6.pdf
https://cop-pilot.eu/wp-content/uploads/2026/05/D2.1-Annex-9-A7.pdf
https://cop-pilot.eu/wp-content/uploads/2026/05/D2.1-Annex-10-A8.pdf
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2 PROJECT SUMMARY 

2.1 PROJECT OVERVIEW 

The COP-PILOT project aims to develop a Collaborative Open Platform for end-to-end 

orchestration across heterogeneous IoT-to-edge-to-core computing environments. It targets 

enabling cross-sector and multi-domain application deployments with enhanced security, 

automation, and intelligence, focusing on large-scale piloting clusters in strategic industries 

like mining, smart buildings, energy, and agriculture. The platform integrates advanced AI 

capabilities, such as a Large Language Model-based user interface for simplified service 

onboarding and smart SLA (Service Level Agreement) compliance through intelligent 

forecasting and zero-touch service invocation. COP-PILOT emphasizes open 

standardization, interoperability across diverse infrastructure controllers, and robust data 

management in compliance with EU regulations.  

COP-PILOT piloting Clusters demonstrate real-world use cases including smart IoT 

management, sustainable agriculture, industrial IoT recycling, and smart manufacturing, 

fostering innovation and enabling a mature European supply chain for edge computing. 

Additionally, COP-PILOT facilitates market uptake through open calls supporting SMEs and 

startups, along with active standardization contributions and an open-source approach for 

broad adoption. The project’s comprehensive impact spans technological advancements, 

economic growth, public trust in edge computing, and strategic European leadership in the 

global data economy.  

2.2 LIST OF USE CASES 

This section presents a list of use cases that form the backbone of the COP-PILOT project’s 

applied research and development efforts (see Table 2-1). These use cases are grouped 

into thematic clusters, each addressing specific industrial or societal challenges through 

edge-cloud orchestration and intelligent service deployment. The clusters span domains 

such as mining, smart cities, agriculture, energy systems, and sustainable production 

ecosystems. For each use case, a brief description is provided alongside its associated 

cluster, with placeholders for the respective owner organizations. This section serves as a 

reference point for understanding the practical applications and stakeholder involvement 

across the project. 
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Table 2-1 List of 20 distinct use cases and their names. 

Number Description Owners 

 

Cluster 1: Business Integration in Mining 

1.1 IoT mining seismics ROC 

1.2 Logistics IoT TAB 

1.3 Condition Monitoring and 

Predictive Maintenance in 

Mining 

PAB, HOSCH 

1.4 IoT-Edge-Cloud Continuum for 

Digital Mines 

LTU, RISE 

 

Cluster 2: Smart Building/Cities 

2.1a UC 5G-Connected Radars for 

Traffic Classification and 

Vehicle Counting 

VCH 

2.1b Flood warning and mitigation 

systems through radar sensing 

ALM 

2.2 Smart Resources 

Management in the UPV 

campus 

UPV 

2.3 Maritime traffic monitoring and 

berthing assistance 

VPF 

2.4a IoT-Driven Smart Building 

Management 

VCH 
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2.4b IoT-Based Environmental 

Quality Monitoring System 

ALM 

 

Cluster 3A - AgriTech Transformation and Sustainability Initiative (ATSI)  

3A.1 Integrated Precision 

Agriculture and Crop 

Monitoring 

AGA 

3A.2  Advanced AgriRobotics for 

Autonomous Intervention 

AUA 

3A.3 Secure Data Management and 

Interoperability 

iLink 

 

Cluster 3E - Smart & Resilient res-rich, cross-sector coupled distribution grids 

3E.1 Harvesting in real-time 

flexibility from active electricity 

distribution grids 

UoP 

3E.2 Ensuring Uninterruptible 

Power Supply for Fast EV 

Chargers 

DEI 

3E.3  Predictive Maintenance and 

Monitoring of Anaerobic 

Digestion in a Biogas Plant 

BPO 

 

Cluster 4 – Smart Vineyards & Sustainable Winery Ecosystems 

4.1  Recycling, Maintenance, and 

Logistics of IoT sensors 

RedZinc 
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2.3 GLOSSARY - DEFINITIONS  

See Annex 4. 

2.4 A SIMPLIFIED VIEW OF THE INITIAL COP-PILOT ARCHITECTURE 

To better convey COP-PILOT to the EU citizens and ecosystem of potential users, we deem 

important to provide a simplified view of the COP-PILOT architecture that abstracts away 

low-level details without losing essential context. Figure 2-1 visualizes a simplified view of 

the initial COP-PILOT architecture, which is briefly explained in the rest of this section. This 

figure boils down the complex COP-PILOT architecture into 3 essential pieces (i) the COP-

PILOT domains where the platform offers domain-level orchestration and Data Management 

services to every individual domain stakeholder in the COP-PILOT ecosystem for managing 

compute, network, and data resources, (ii) a secure integration fabric for allowing secure 

on-the-fly data and service-level interactions between multiple domains, and (iii) an end-to-

end service orchestration platform for managing services that span across multiple domains, 

thus highlighting the “collaborativeness” of the COP-PILOT system. 

4.2 Water Utilisation Efficiency Terraview 

4.3  Sustainable optimized Winery 

Production Lines 

JIG 

4.4 AI-Driven Green Energy 

Vineyard Management 

Nokia 

https://cop-pilot.eu/wp-content/uploads/2026/05/D2.1-Annex-4-A1-A2_.pdf
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Figure 2-1 A minimal view of the initial COP-PILOT architecture. 

Note that the minimal view of the initial COP-PILOT architecture shown in Figure 2-1 focuses 

solely on COP-PILOT elements. To make this view more complete, Figure 2-2 adds 

additional items to sketch the entire ecosystem around COP-PILOT: (i) the layers of the 

initial architecture shown at the left hand side in Figure 2-2, (ii) the span of the infrastructure 

at the bottom part in Figure 2-2, (iii) the various stakeholders associated with COP-PILOT 

(see user icons in Figure 2-2), (iv) the primary vertical sectors that COP-PILOT facilitates 

via the piloting activities in WP4 (top part in Figure 2-2), and (v) the way COP-PILOT and 

third-party services interact with the platform. Note also that the pink-highlighted boxes in 

Figure 2-2 are presented as distinct aspects of the platform in the following paragraphs. 
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Figure 2-2 A simplified equivalent of the initial COP-PILOT architecture. 

 

Resource management: Hide details of complex, large scale, and multi-tenant 

testbeds 

At the bottom part in Figure 2-2, the infrastructure layer (INFRA-L) is depicted as a large 

pool of compute, network, and data resources spread across the entire IoT-edge-to-core 

continuum. Specifically, (i) extreme edge and edge domains offer various types of sensors 

with or without compute capabilities, while the latter domains may also host private 

networking infrastructure (e.g., private 5G) for channelling the data of these sensors towards 

a (core/edge) datacentre, (ii) core domains offer larger amounts of compute capacity for 

hosting either applications or core network functions (e.g., those corresponding to a private 

5G core network), and (iii) hyperscalers are always available for further increasing the 

required compute capacity through VMs/clusters when needed. This layer includes not only 

the large COP-PILOT clusters’ infrastructure, but also potential infrastructure that may 

appear during the two Open Call rounds or third parties that wish to integrate their 

infrastructure with the COP-PILOT platform in the future. On top of this layer, infrastructure 

providers typically expose a set of Distributed Infrastructure Services for managing the 

underlying hardware without directly exposing it to overlay systems. This layer - titled DIS-L 

– is the interface of the COP-PILOT platform with any testbed, as it is responsible for direct 

resource management over the physical resources. The objective of COP-PILOT is to 

demonstrate ability to integrate with any kind of infrastructure service, thus embrace 

heterogeneous testbeds that pertain to different vertical sectors (not necessarily the 4 

vertical sectors addressed by the COP-PILOT clusters). 
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Domain-level service & data management: Foster any Resource-as-a-Service 

Today’s infrastructures tend to be multi-domain, while different administrative entities appear 

as operators/owners in each domain. On top of every such domain, COP-PILOT employs a 

domain-level management platform that is comprised of: (i) a Domain Orchestrator instance, 

(ii) a Data Management instance, and the overlay Business Portal at the domain level. Both 

DO and DM establish bindings with the underlying domain infrastructure services (DIS-L) 

for exposing compute, network, and data-as-a-service using standardized service, resource, 

and data management APIs (see Figure 2-2). This is a key abstraction of COP-PILOT that 

allows infrastructure owners to easily expose the abilities of their hardware without 

disclosing resource-level details to the consumers. Having resources-as-a-service also 

allows the infrastructure owners to monetize these services in the COP-PILOT marketplace, 

linking them with products that can be purchased by interested stakeholders. 

Secure service access management: Security and trust built-in COP-PILOT 

Within every domain, COP-PILOT’s Secure Integration Fabric (SIF) undertakes to create 

encrypted tunnels for exposing certain domain-level services towards the outside world (i.e., 

another domain or the upper layer). The COP-PILOT SIF undertakes to offer zero-trust on-

the-fly VPNs towards any service within the entire COP-PILOT ecosystem, introducing a key 

abstraction that ensures security and trust. This abstraction takes away the huge complexity 

of managing traditional VPNs in large ecosystems of multiple administrative entities. To 

establish traditional VPNs within COP-PILOT, multiple IT departments in every cluster 

should issue VPN accounts, credentials, and configuration files for several external parties, 

not to mention that this needs to happen across additional IT departments by the partners 

who will appear during two open call rounds. 

COP-PILOT revisits the way private networking should be done nowadays by leveraging 

recent advancements in secure software-defined overlay networking using OpenZiti 

(provided by the COP-PILOT consortium member TATA). This allows COP-PILOT to set up 

a root-of-trust domain where the control plane of the secure integration fabric will be publicly 

exposed as a cloud-managed service to the entire ecosystem. COP-PILOT parties who wish 

to enter the COP-PILOT ecosystem will exploit the COP-PILOT business management 

portal to register a new domain under the COP-PILOT realm and consequently declare 

domain resources and services that the domain owner wishes to expose through the 

integration fabric. 

Secure federation 

Apart from exposing domains and domain services in a secure and trusted manner, the 

COP-PILOT SIF will be used as a secure and trusted data federation fabric to east-west 

interconnect multiple COP-PILOT Data Management platform instances. This will allow 

secure sharing of data between domains to enable collaborative scenarios throughout the 

COP-PILOT piloting activities. 

https://openziti.io/
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End-to-end service management: Manage services across a complex private 

continuum 

A higher-tier orchestration layer is added above the SIF to provide the notion of end-to-end 

management of services and resources in the multi-domain and multi-stakeholder/tenant 

era of 6G. This layer (titled ESO-L) introduces COP-PILOT’s End-to-end Service 

Orchestrator (ESO), which binds with multiple DO instances across multiple domains to 

federate domain-level marketplaces into a large multi-domain marketplace of services 

offered to the COP-PILOT stakeholders. This is done via another dedicated business portal 

on top of the ESO (complementary to the business portal atop the DO), which introduces a 

business management layer at the level of multiple domains and end-to-end services. This 

is the reason that the Business Management Layer (BM-L) of COP-PILOT appears vertically 

in Figure 2-2; conceptually speaking, this layer is the top-most layer of the COP-PILOT 

architecture as it appears in the detailed version of the architecture in Annex 2. However, 

when the architecture gets instantiated into a real multi-domain platform, the business layer 

appears both within every domain (to enable domain level business operations), but also in 

an end-to-end fashion (atop ESO-L). 

 

Ecosystem and Business Management 

Finally, a modern user portal design complements the rest of the platform with views that 

allow all kinds of stakeholders (i.e., domain-level stakeholders in every domain, 

infrastructure owners, platform administrators, service providers, vertical end users, 3rd 

parties, etc.) to exploit the rich set of APIs offered by the DO and DM in every domain as 

well as the ESO in the central management domain in order to perform platform, service, 

resource, and data management operations in a straightforward and user friendly manner. 

Key workflows for COP-PILOT stakeholders get triggered from the portal, thus abstracting 

the low-level details that appear in the ESO, DO, and DM APIs. Further details about the 

initial COP-PILOT architecture are provided in Annex 2. 

2.5 LAYERS AND ABSTRACTIONS 

The layers of the COP-PILOT architecture outlined above are further detailed in Section 9.1. 

However, this section provides a high-level view of the key abstractions offered by COP-

PILOT in each layer. These abstractions are summarized in Table 2-2, categorized as (i) 

abstractions that COP-PILOT leverages from existing systems/services and (ii) new 

abstractions that COP-PILOT introduces as novelties. 

https://cop-pilot.eu/wp-content/uploads/2026/05/D2.1-Annex-2-S5_.pdf
https://cop-pilot.eu/wp-content/uploads/2026/05/D2.1-Annex-2-S5_.pdf
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Table 2-2: Summary of abstractions per layer of the COP-PILOT architecture. 

COP-PILOT 

Architecture 

Layer 

Abstraction leveraged/offered by COP-PILOT 

INFRA-L 

Existing abstractions leveraged by COP-PILOT: This layer contains 

pure hardware elements of various types (e.g., compute, network, 

sensors, etc.). COP-PILOT leverages existing abstractions offered by 

infrastructure elements, such as: 

• compute virtualization abstractions that render either physical or 

virtual machines acting both as compute nodes. 

• network virtualization abstractions that homogenize the way 

physical or virtual network elements (e.g., routers) behave. 

• data virtualization abstractions that homogenize the way 

physical data sources and virtual data sources (e.g., an 

emulated sensor) behave. 

New abstractions introduced by COP-PILOT: Not available; COP-

PILOT is not a project that attempts to offer hardware-level novelties. 

DIS-L 

Existing abstractions leveraged by COP-PILOT: State-of-the-art 

resource management platforms establish bindings with the massively 

heterogeneous underlying data plane and expose APIs for implicitly 

interacting with the devices. This totally hides the complexity of the 

underlying hardware, while offering effective programmatic interfaces 

to manage the resources. Characteristic examples of such platforms 

are Virtual Infrastructure Management platforms that slice compute 

devices (edge processors, CotS or specialized servers) into VMs. 

New abstractions introduced by COP-PILOT: Not available; COP-

PILOT is not a project that attempts to offer new resource 

management technologies but rather provides a modular platform to 

interface all existing (and upcoming) ones. 

DDO-L 

Existing abstractions leveraged by COP-PILOT in the area of 

Domain-level network and service management: State-of-the-art 

and open Operations Support Systems (OSS), such as ETSI 

OpenSlice, offer powerful abstractions for managing the compute and 

network resources of any domain using standardized APIs that 

https://osl.etsi.org/
https://osl.etsi.org/
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organize resources and services in a domain’s marketplace (i.e., 

catalogues), while offering resource and service ordering/runtime 

management/termination. 

Existing abstractions leveraged by COP-PILOT in the area of Data 

Management: State-of-the-art and open Data Management systems, 

such as FIWARE’s Context Broker or Eclipse Arrowhead, offer similar 

abstractions for managing data as-a-service using standardized APIs, 

while allowing for east-west sharing of data across multiple instances 

of the Data management platform. 

New abstractions introduced by COP-PILOT: 

1. Marketplace with fully automated compute-as-a-service: A 

dedicated catalog/category for compute service providers is 

offered by COP-PILOT, allowing for dynamic provisioning of 

compute clusters of any scale and locality on-demand and in a 

zero-touch manner. This extends existing solutions (i.e., ETSI 

OSL) with additional amount of automation. 

2. Marketplace with fully automated private 5G-as-a-service: A 

dedicated catalog/category for network service providers is 

offered by COP-PILOT, allowing for private end-to-end 5G 

system deployments with certain slicing characteristics on 

demand and in a zero-touch manner.  This extends existing 

solutions (i.e., ETSI OSL) with additional amount of automation. 

3. Marketplace with fully automated data management 

instantiation services: The COP-PILOT system can 

dynamically ingest streams from distributed data spaces by 

instantiating the COP-PILOT Data Management platform on 

demand, wherever is needed. This allows COP-PILOT to create 

a Pan-European data space infrastructure with minimal human 

intervention. This establishes complete integration between 

open platforms, i.e., ETSI OSL and FIWARE’s Context Broker 

as well as ETSI OSL and Eclipse Arrowhead, introducing 

automation on the distributed deployment of the Data 

Management platform. 

4. Treating legacy applications as containerized black boxes: 

COP-PILOT embraces existing innovation in the 4 vertical 

sectors (i.e., smart energy management, smart industries, smart 

agriculture, and smart cities), accepting any type of modern 

application if it is only containerized. Application developers 

https://www.fiware.org/catalogue/
https://arrowhead.eu/eclipse-arrowhead-2/
https://osl.etsi.org/
https://osl.etsi.org/
https://osl.etsi.org/
https://osl.etsi.org/
https://www.fiware.org/catalogue/
https://osl.etsi.org/
https://arrowhead.eu/eclipse-arrowhead-2/
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may choose the programming language and service packaging 

technology of their choice, as no other restriction is imposed by 

the platform. In other words, COP-PILOT treats overlay 

applications as blackboxes, to embrace any type of vertical 

services within the COP-PILOT ecosystem. 

5. Offering an ultra-low complexity application development 

framework: COP-PILOT’s distributed Data Management 

stratum allows application developers to focus on the real 

novelties of their services, thus omit the implementation of data 

ingestion, processing, persistence, and federation. All these 

operations are done by the platform; thus, application 

developers only require APIs to consume these services from 

COP-PILOT. This renders service development and testing 

processes much shorter (less code is needed), and less error-

prone (data management operations are well-tested by COP-

PILOT), thus substantially speeding up time-to-market for new 

disruptive services. 

SIF-L 

Existing abstractions leveraged by COP-PILOT: COP-PILOT 

leverages ACROSS: the first ever orchestration platform that 

introduced the idea of a Secure Integration Fabric (using the OpenZiti 

open-source platform) as a secure overlay network to interconnect 

private infrastructures and services. COP-PILOT uses ACROSS as a 

baseline system, builds upon its key pillars (i.e., the SIF, DO, and 

ESO), and introduces new parts (e.g., Data Management platform was 

missing from ACROSS) to substantially increase its TRL for large scale 

pilots. 

New abstractions introduced by COP-PILOT: For the first time, 

COP-PILOT will exploit the SIF to east-west federate data across 

domains in a secure and trusted manner. This feature will greatly 

simplify the development of collaborative applications that will “inherit” 

means to communicate with remote services and data sources from 

the COP-PILOT platform. To ensure this feature, COP-PILOT SIF (i.e., 

OpenZiti) will be integrated with the COP-PILOT Data Management 

(FIWARE Context Broker / Eclipse Arrowhead) platform for the first 

time. 

ESO-L 
Existing abstractions leveraged by COP-PILOT: Commercial 

solutions are available for managing multi-domain services that 

typically span across multiple compute clusters. Example solutions are 

https://across-he.eu/
https://netfoundry.io/docs/openziti
https://netfoundry.io/docs/openziti
https://www.fiware.org/catalogue/
https://arrowhead.eu/eclipse-arrowhead-2/
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RedHat’s ACM, Google Anthos, Azure Arc, etc. These solutions offer 

useful means for managing geo-distributed compute clusters that span 

different administrative domains. 

New abstractions introduced by COP-PILOT: Most of the above 

solutions are sourced source, while they fall short to manage 

resources beyond clusters (e.g., 5G, transport network, data 

resources). COP-PILOT identified this gap and promotes the 

expansion of an existing open-source OSS platform (ETSI OpenSlice) 

with an additional module that deals with end-to-end service 

management atop multiple domains. This new ETSI Module 

Development Group – titled ETSI Hyper Orchestrator (HypO) – is 

driven by key COP-PILOT partners, and the project contributes not 

only to its constitution, but also to the development and integration 

activities of this platform to strengthen ETSI OSL. 

A summary of abstractions offered by the COP-PILOT ESO follows: 

• Marketplace for vertical sector applications using standardized 

TMF service management APIs. This marketplace is easily 

expandable to accommodate the upcoming open calls or future 

adopters of COP-PILOT. 

• Ability to combine vertical sector applications with domain-level 

compute, network, and data services to create complex end-to-

end service graphs. 

• Native integration with public or private service registries for 

pulling application artefacts developed by any service provider 

(either within COP-PILOT or third party). 

• Native integration with the SIF to manage the underlying 

domains as well as expand the platform to new domains. 

• Native integration with industry-grade telemetry solutions to 

offer end-to-end service telemetry, logs, and dashboards as-a-

service. 

BM-L 

Existing abstractions leveraged by COP-PILOT: COP-PILOT 

leverages the portals of existing systems, such as the ETSI OpenSlice 

portal (to be used as an initial version of the COP-PILOT DO business 

portal) and the OpenZiti portal (to be used as an initial version of the 

COP-PILOT SIF portal). 

https://www.redhat.com/en/technologies/management/advanced-cluster-management
https://console.cloud.google.com/apis/library/anthos.googleapis.com
https://azure.microsoft.com/en-us/products/azure-arc
https://osl.etsi.org/
https://osl.etsi.org/hypo/documentation/
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As we want to keep WP2 documents at an abstract architectural level, we will use the 

upcoming WP3 deliverables to provide additional details on the above abstractions, 

combining this information with further technical details about the actual platforms that will 

be used (and extended by COP-PILOT) to ensure these abstractions. This effort will also 

relate to the standardization and dissemination activities in WP7, as all these contributions 

New abstractions introduced by COP-PILOT: COP-PILOT 

introduces a new business portal for end-to-end multi-domain services 

that becomes a single point of reference for COP-PILOT stakeholders 

who wish to see the entire layout of the system across Europe, as it 

offers user interfaces that visualize all active networks under the 

platform, active domains connected with these networks, their domain 

orchestration services, and active domain-level compute facilities via 

an interactive map. 

Apart from visualizing and managing the platform itself (via an 

interactive map), the business portal also offers dedicated views to 

simplify the following operations: 

• Views for managing the COP-PILOT domain-level and multi-

domain marketplaces. This allows us to design and onboard 

new service specifications as well as manage service 

categories and service catalogues. 

• Views for ordering services and resources from the marketplace 

using a shopping cart where multiple service/resource 

specifications can be included and ordered. 

• Views for inspecting the services/resources runtime information 

and for acting upon these services, via specific actions and/or 

policies. 

• Views for visualizing service and infrastructure telemetry 

metrics and logs using dashboards. 

• View for managing (Create, Read, Update, Delete) service 

secrets in a secure manner, using industry-grade solutions for 

storing these secrets as encrypted data. 

• View for platform expansion to new private domains. This view 

allows the user to interact with COP-PILOT SIF and guides the 

user on what steps need to be followed for achieving the 

onboarding of a new domain onto the platform. 
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to create the above abstractions will be demonstrated in events and venues related to open-

source development groups and standards. 
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3 BLUEPRINTS EXECUTIVE SUMMARY FOR COP-PILOT 
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4 BUSINESS MODEL AND ARCHITECHTURE 

4.1 COP-PILOT SERVICE MODEL ECOSYSTEM AND REQUIREMENTS 

This COP-PILOT Service and Value Model 

is a structured framework that captures 

how the platform generates tangible 

benefits across EU industries by balancing 

two critical dimensions: Value and 

Engineering. The model positions 

Suppliers and Customers as the two 

interconnected ends of the ecosystem, 

emphasising that successful deployment 

requires robust technical configurations 

and advanced IT systems as its foundation. 

Two illustrative examples are used to 

ground the model, a factory with 1,000 IoT-connected robots and an AI-driven anomaly 

detection process, demonstrating how the model applies in practice before it is extended 

across all piloting clusters. 

For Cluster 1 (Business Integration in Mining), COP-PILOT enables real-time process 

monitoring and edge-to-cloud continuum orchestration across mining, manufacturing, and 

recycling environments. Key outcomes include up to a 30% reduction in operational costs 

through dynamic resource provisioning, early-warning seismic detection mechanisms, and 

enhanced safety and traceability through blockchain-enabled logistics. Service models are 

presented for four use cases: IoT Mining Seismics, Logistics of IoT, Condition Monitoring 

and Predictive Maintenance, and IoT Edge Cloud Continuum for Digital Mines. 

For Cluster 2 (Smart Sustainable IoT Solutions in Valencia), COP-PILOT deploys a multi-

layer open orchestration framework leveraging IoT, AI extensions, and edge-to-cloud 

computing across urban, port, campus, and industrial environments. The platform enables 

data-driven insights for sustainable urban planning, emission reduction, and congestion 

management, while delivering tangible gains in mobility, port safety, resource efficiency, and 

smart building management. Service models cover smart city mobility, flood warning 

systems, connected campus resource and water management, maritime traffic monitoring, 

and IoT-based environmental quality monitoring. 

For Cluster 3A (AgriTech Transformation and Sustainability Initiative), COP-PILOT 

transforms the agri-food ecosystem through data interoperability, intelligent orchestration, 

and real-time optimisation. By integrating IoT, agri-robotics, blockchain, and multi-cloud data 

management, the platform supports precision agriculture, autonomous intervention, secure 

Figure 3: COP-PILOT Service Model – Business and 

Configuration view 



© 2025-2027 COP-PILOT Page 61 of 64 

© 2025-2027 COP-PILOT Page 61 of 64 

F 

 

D2.1: Ecosystem Definition and Requirements 

data sharing, and smart logistics, delivering benefits across farmers, agritech providers, 

supply chain actors, and consumers alike. 

For Cluster 3E (Edge Intelligence for Enhancing Grid Reliability), COP-PILOT strengthens 

resilience in decentralised electricity networks through edge-based analytics and demand 

response capabilities. Distribution operators, EV charging networks, and biogas plant 

operators all benefit from reduced maintenance costs, improved grid reliability, and 

predictive fault detection, advancing Europe's digital energy transition. 

For Cluster 4 (Smart Vineyards and Sustainable Winery Ecosystems), COP-PILOT blends 

IoT, AI, and machine learning within a GAIA-X aligned, GDPR-compliant sovereign 

computing continuum. The platform enables predictive irrigation, winery production 

optimisation, and circular IoT sensor lifecycle management, delivering measurable gains in 

efficiency, sustainability, and cross-domain data governance. 

For more details, refer to Annex 1. 

4.2 INITIAL PLATFORM DESIGN  

This initial COP-PILOT platform architecture is structured across six distinct vertical layers 

that together form an end-to-end, distributed, and secure service management ecosystem 

spanning IoT, edge, and cloud environments. 

The Infrastructure Layer (INFRA-L) forms the physical foundation, encompassing the highly 

heterogeneous landscape of IoT devices, edge nodes, private and public cloud domains, 

and programmable network elements that COP-PILOT must manage. Atop this, the 

Distributed Infrastructure Services Layer (DIS-L) provides industrial-grade services that 

abstract the hardware complexity through unified northbound management interfaces, 

allowing infrastructure owners to mix legacy and advanced technologies as needed. 

The Distributed Domain Orchestration Layer (DDO-L) introduces a low-tier domain-level 

orchestrator (DO) that manages compute, network, and data resources within individual 

administrative domains, exposing them as services through standardised TMF APIs. A 

complementary Data Management platform (DM) within DDO-L handles data ingestion, 

persistence, east-west sharing, and cataloguing, while a Domain Portal provides business-

level visibility into domain operations. The layer is modular, allowing domains to deploy only 

the components relevant to their needs. 

The Secure Integration Fabric Layer (SIF-L) addresses the challenge of securely 

interconnecting the many private domains that constitute the COP-PILOT ecosystem. 

Rather than relying on traditional VPN configurations, SIF provides programmable VPN-as-

a-Service through a software-defined overlay network, enabling dynamic, encrypted tunnels 

and policy-based access control across all COP-PILOT participants. 

https://cop-pilot.eu/wp-content/uploads/2026/05/D2.1-Annex-1-S4_.pdf
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The End-to-End Service Orchestration Layer (ESO-L) sits above the individual domain 

orchestrators and manages multi-domain services spanning the entire COP-PILOT 

continuum. It breaks down complex service orders into domain-level requests, ensures 

cross-domain connectivity, supports dynamic runtime updates through policy APIs, and 

automates the onboarding of new domains into the platform. 

The Business Management Layer (BM-L) renders all platform capabilities accessible to 

diverse stakeholders through an intuitive portal and LLM-powered agents. It supports 

domain and end-to-end operations including resource ordering, SLA management, platform 

visualisation, and AI-assisted service composition. 

The sectio also maps this architecture to WP3, responsible for the core platform layers (BM-

L, ESO-L, DDO-L, SIF-L), and WP4, responsible for the surrounding infrastructure and 

cluster integrations (INFRA-L, DIS-L, and vertical services). It concludes with a set of nine 

general platform requirements mandating open standardised APIs, multi-domain 

orchestration, secure domain interconnection, federated data management, and modern 

portal visualisation across all platform components. 

To further explore this section, refer to Annex 2. 

4.3 TECHNICAL REQUIREMENT ANALYSIS 

This section provides a comprehensive and granular technical requirements analysis for 

each of the five architectural layers of the COP-PILOT platform, serving as the definitive 

specification reference for platform development across WP3 and WP4. 

The Business Management Layer (BM-L) requirements cover LLM integration, portal 

functionality, and observability. Key specifications mandate that multiple LLM components 

— including ETSI OpenSlice, Maestro, and the unified COP-PILOT portal — interface with 

domain and end-to-end orchestrators via TMF service management APIs. The portal must 

support role-based access for end users, service developers, and platform operators; 

federated identity management via OAuth2 and Keycloak; multimodal service descriptor 

uploads in YAML, JSON, or natural language; LLM-assisted descriptor generation and 

validation; and full-service lifecycle management from onboarding through decommission. 

Observability requirements include Prometheus-based telemetry, TMF 628 performance 

management APIs, and XAI dashboards for AI model monitoring. 

The End-to-End Service Orchestration Layer (ESO-L) requirements address cross-domain 

service composition, SLA enforcement, and policy-based lifecycle management, ensuring 

that multi-domain services can be designed, ordered, monitored, and dynamically updated 

across the full COP-PILOT continuum. 

https://cop-pilot.eu/wp-content/uploads/2026/05/D2.1-Annex-2-S5_.pdf
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The Distributed Domain Orchestration Layer (DDO-L) requirements specify how the platform 

must manage compute, network, and data resources within individual domains, including 

integration with NFV orchestrators for 5G RAN and core network functions, SDN controllers 

for programmable transport, legacy 5G and transport network systems, and standardised 

APIs for federated cross-domain data sharing and lifecycle governance. 

The Secure Integration Fabric Layer (SIF-L) requirements mandate encrypted transmission 

and secure storage of all data exchanged across distributed systems, role-based and 

attribute-based access control governing data visibility for all actor types, and bidirectional 

encrypted channels ensuring tamper-proof communication between services. Many of the 

SIF-L entries remain placeholders pending further specification from contributing partners, 

reflecting the evolving nature of this layer's requirements. 

Together, these requirements establish a technically rigorous and interoperable foundation 

for COP-PILOT's development, ensuring that all platform layers meet the security, scalability, 

and integration standards necessary for real-world deployment across the project's diverse 

industrial clusters. 

To further dive deep into this field refer to Annex 3. 

 

https://cop-pilot.eu/wp-content/uploads/2026/05/D2.1-Annex-3.pdf
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5 CONCLUSION 

The context for this deliverable is the rise and convergence of several factors applied to IoT 
and other industrial endpoints. These are edge computing, the use of advanced 5G 
connectivity, and the accompanying shift towards processing intelligence and automation at 
the network's edge. This deliverable lays the foundation for the deployment of private edge 
systems at a large scale. We consider several heterogenous domains and provide a unified 
architecture integrating dataspaces and access technologies.  
In this deliverable we provide blueprints for 20 use cases across five domains of mining, 
smart cities ports, logistics and transport, agriculture, energy and viniculture. Each domain 
has a cluster of use cases which provide an ecosystem to understand, design, 
prototype, validate and pilot end to end services. From these blueprints we describe a 
service value model defining outline requirements for a service for each use case.  
Each of the ecosystems in the project clusters supports the gradual move towards advanced 
private infrastructure deployments. We provide here the origins of a platform to turn new 
applications into various vertical industry sectors and contribute to overall market digitization 
in Europe.  
 

This deliverable provides a base to develop and promote the overall platform environment 
that makes real use of advanced types of collaborative services across segments, inspiring 
new growth capabilities for the overall value chain. We include there the requirements for 
the creation of an open platform capable of managing various industry sectors across 
different domains of the compute continuum while offering enhanced security, automation, 
and intelligence features. The use cases requirements drive the creation of the COP-PILOT 
platform as an overlay platform framework with any underlay technology spanning from IoT 
platforms to access segment technologies, to core infrastructure transport segments, and 
the compute environment.  
 

This deliverable prepares for the next step of: (1) defining more details on the configuration 
actions needed to support each service, (2) elaboration of the service library and service 
delivery infrastructure; and (3) definition of the final COP-PILOT architecture which delivers 
the services across the infrastructure. 
 


